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Abstract. Most implementations of the widely-used RSA cryptosystem
rely on Chinese remaindering (CRT) as this greatly improves the performances in both running times and memory requirements. Unfortunately,
CRT-based implementations are also known to be more sensitive to fault
attacks: a single fault in an RSA exponentiation may reveal the secret
prime factors trough a GCD computation, that is, a total breaking.
This paper reviews known countermeasures against fault attacks and
explain why there are not fully satisfactory or secure. It also presents
practical countermeasures which feature the following advantages:
1. only CRT input elements are needed (in particular, the value of
exponents e and/or d is not required),
2. the resulting performances (running times and memory requirements)
are not too much affected,
3. no pre-computations or modifications in the personalisation process
are needed,
4. the fault detection does not rely on decisional tests as this can be
bypassed,
5. all previously known fault attacks are covered.
As a result, our countermeasures enjoy at the same time all best known
properties to protect against fault attacks in CRT-based implementations
of RSA.
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CRT-RSA in the Presence of Faults

The RSA cryptosystem [13] is undoubtedly the most widely-used public-key
cryptosystem.
?

Seconded from Gemplus.

Let N = pq be the product of two large primes p and q. Let also a public
exponent e coprime to ϕ(N ) = (p−1)(q−1) where ϕ denotes Euler’s totient function, and the corresponding secret exponent d = e−1 mod ϕ(N ). The signature
on message m is given by
S = ṁd mod N ,
where ṁ = µ(m) for some deterministic padding function µ (e.g., FDH [3] or
PKCS#1 v 1.5 [11]). The validity of signature S can then be publicly verified by
checking whether S e ≡ µ(m) (mod N ), using exponent e.
For efficiency reasons, Chinese remaindering (CRT) [12] is used to speed up
the generation of signature S. In CRT mode, the secret parameters are dp =
d mod (p − 1), dq = d mod (q − 1), and iq = q −1 mod p. Signature S is then
computed as
(
¡
¢
sp = ṁdp mod p ,
S = CRT(sp , sq ) = sq + q iq (sp − sq ) mod p with
(1)
sq = ṁdq mod q .
During 1996, Bellcore researchers [5] showed that if an error occurs in a half
exponentiation (namely in the computation of sp or of sq — but not in both)
then the factorization of N can be recovered from the resulting faulty signature
and the correct one. This was later improved using only the faulty signature [7].
Assume for example that the computation of sp is corrupted. Let ŝp denote
the corresponding value. Then the resulting signature, Ŝ = CRT(ŝp , sq ), will be
faulty. Hence, from Ŝ, the opponent finds
gcd(Ŝ e − ṁ

(mod N ), N ) = q

(2)

and p = N/q, and so recovers the secret key.
In the next section, we review the countermeasures proposed so far to prevent
the recovery of the secret factorization of N , in the presence of faults.
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2.1

Preventing Fault Attacks
General countermeasures

A general countermeasure consists in computing the signatures twice. This however does not detect permanent errors and, from an efficiency viewpoint, also
doubles the running time.
Another general countermeasure consists in verifying the validity of the signatures before outputting them: the device outputs a signature S on message m
only if S e ≡ ṁ (mod N ) [9]. This countermeasure is efficient as public verification exponent e is typically small in practice (e.g., e = 216 + 1). It is however
not practical as the value of e, although public, is usually not available to the
cryptographic device.

2.2

Shamir’s trick and generalizations

In [15], Shamir proposes an elegant method for defeating fault attacks. The idea
consists in computing the two half exponentiations, sp and sq in Eq. (1), in a
redundant way.
Let r denote a random κ-bit integer for some security parameter κ (typically,
κ = 32). Then the device computes
s∗p = ṁd mod rp
and returns

and

(
S = CRT(s∗p , s∗q ) mod N
error

s∗q = ṁd mod rq ,

if s∗p ≡ s∗q (mod r) ,
otherwise .

(3)

A more efficient variant is achieved by choosing a random prime r and by
reducing d mod (p − 1)(r − 1) (resp. d mod (q − 1)(r − 1)) in the computation of
s∗p (resp. s∗q ). Unfortunately, this variant (as well as the basic method) requires
the value of secret exponent d whereas only the values of dp and dq are available
as inputs to the cryptographic device. See also [6].
So, the authors of [8] propose to verify the two half exponentiations separately. For two random κ-bit integers r1 and r2 , the device computes
s∗p = ṁdp mod r1 p , s1 = ṁdp mod ϕ(r1 ) mod r1 ,
s∗q = ṁdq mod r2 q , s2 = ṁdq mod ϕ(r2 ) mod r2 ,
and returns
(
S = CRT(s∗p , s∗q ) mod N
error

if s∗p ≡ s1 (mod r1 ) and s∗q ≡ s2
otherwise .

(mod r2 ) ,

(4)

The previous algorithms cannot detect an error occuring during the CRT
combination. If, for example, the value of iq is faulty (we let iˆq denote the faulty
value) then the resulting faulty signature
¡
¢
[ ∗p , s∗q ) mod N = s∗q + q iˆq (s∗p − s∗q ) mod r1 p mod N
Ŝ = CRT(s
yields as before the factorization of N by computing gcd(Ŝ e − ṁ (mod N ), N ) =
q since q · iˆq 6≡ 1 (mod p). A careful implementation checking the CRT combination is detailed in [1, Fig. 6].
2.3

Infective computation

In [19], Yen et al. note that error detection based on decisional tests (as the
countermeasures presented in §§ 2.1–2.2) should be avoided. Indeed, inducing
a random fault in the status register flips the value of the zero flag bit with a
probability of 50% and so bypasses the error detection in the case of a faulty
computation.

Starting from this observation, they introduce the concept of infective computation. The attack described in Section 1 requires that only a half exponentiation
is faulty but not both. The idea behind infective computation is to ensure that
both half exponentiations are faulty whenever an error is induced: if Ŝ 6≡ S
(mod p) then Ŝ 6≡ S (mod q), and conversely.
According to [2], the two infective countermeasures presented in [19] can be
broken. Therefore, Blömer, Otto and Seifert [2] suggested an improved countermeasure. Given a security parameter κ, for two appropriately chosen3 κ-bit
integers t1 and t2 (stored in memory), the quantities
t1 p , t 2 q , t 1 t2 N ,
d1 = d mod ϕ(t1 p) , e1 = d1 −1 mod ϕ(t1 ) ,
d2 = d mod ϕ(t2 q) , e2 = d2 −1 mod ϕ(t2 ) ,
are pre-computed and stored in memory. The cryptographic device computes
(
s∗p = ṁd1 mod (t1 p) ,
S ∗ = CRT(s∗p , s∗q ) mod (t1 t2 N ) where
s∗q = ṁd2 mod (t2 q) ,
and returns the signature
S = (S ∗ )c1 c2 mod N

(
c1 = (ṁ − S e1 + 1) mod t1 ,
where
c2 = (ṁ − S e2 + 1) mod t2 .

(5)

Observe that an error-free computation implies c1 = c2 = 1 and the so-generated
signature is correct.
Unfortunately, the above countermeasure is shown to be insecure. The attack
exploits a transient single-byte fault that modifies the value of ṁ as it is read
in memory in the computation of s∗p but leaves its value stored in memory
unaffected [16]. As a result, the device outputs the faulty signature
cˆ1
Ŝ = Sˆ∗ mod N

such that Sˆ∗ ≡ S ∗ (mod q) but Sˆ∗ 6≡ S ∗ (mod p), with Sˆ∗ = CRT(sˆ∗p , s∗q ) mod
t1 t2 N . The opponent then guesses the value of cˆ1 (which, for a properly induced
fault on ṁ is independent of t1 ) and recovers the factorization of N from gcd(Ŝ e −
ṁcˆ1 (mod N ), N ). For example, for a 1024-bit RSA modulus and κ = 80 the
success probability of this attack is about 4% [16].

3

Our Countermeasures

3.1

Basic algorithm

Our countermeasures start with the generalized Shamir’s trick [8] (cf. Eq. (4))
and adapt it to avoid decisional tests using the infective computation methodology of [19]. More precisely, for two security parameters κ and `, the device
3

Namely, t1 and t2 must satisfy (i) gcd(t1 , t2 ) = 1, (ii) gcd(d, ϕ(t1 )) = gcd(d, ϕ(t2 ) =
1, (iii) t1 ≡ t2 ≡ 3 (mod 4), (iv) t1 and t2 square-free, and (v) t2 - (t1 p)·[(t1 p)−1 mod
(t2 q)].

computes iq∗ = (r2 q)−1 mod (r1 p),
s∗p = ṁdp mod (r1 p) , s1 = ṁdp mod ϕ(r1 ) mod r1 ,
s∗q = ṁdq mod (r2 q) , s2 = ṁdq mod ϕ(r2 ) mod r2 ,
where r1 and r2 are two co-prime random κ-bit integers, and returns the signature

¡
¢
∗

S = sq∗ + (r2 q) iq∗ (sp∗ − sq∗ ) mod (r1 p) ,
S = (S ∗ )γ mod N where ci = (S ∗ − si + 1) mod ri , for i ∈ {1, 2} ,
(6)


`
`
γ = b(r3 c1 + (2 − r3 ) c2 )/2 c .
We give below a more detailed implementation.

Input:
ṁ, {p, q, dp , dq , iq }
Output:
S = ṁd mod N
Parameters: κ, `

1. For two co-prime κ-bit integers r1 and r2 , define
(a) p∗ = r1 p ,
(b) q ∗ = r2 q ,
(c) iq∗ = (q ∗ )−1 mod p∗ ,
(d) N = p q .
2. Compute
(a) sp∗ ← ṁdp mod p∗ and s2 ← ṁdq mod ϕ(r2 ) mod r2 ,
(b) sq∗ ← ṁdq mod q ∗ and s1 ← ṁdp mod ϕ(r1 ) mod r1 .
3. Compute S ∗ ← sq∗ + q ∗ iq∗ (sp∗ − sq∗ ) mod p∗ .
4. Compute
(a) c1 ← (S ∗ − s1 + 1) mod r1 ,
(b) c2 ← (S ∗ − s2 + 1) mod r2 .
5. For an `-bit integer r3 , set γ ← b(r3 c1 + (2` − r3 ) c2 )/2` c .
6. Return S = (S ∗ )γ mod N .

Fig. 1. Our basic algorithm.

Again, note that when there are no errors, we have c1 = c2 = γ = 1.
3.2

Security analysis

From a security viewpoint, a step-by-step inspection in the security model of [2]
shows that the opponent gains no information in inducing a fault during the
generation of a signature. Furthermore, the fault attack of Wagner (cf. § 2.3)
does not apply.

The order of the computation in Step 2 is very important: s∗p , s2 , s∗q and
s1 . If the computation is carried out as s∗p , s1 , s∗q and s2 then a long-lived fault
on ṁ before the computation of s∗q (and after s1 ) would go undetected (i.e.,
c1 = c2 = γ = 1) and the resulting faulty signature, Ŝ, would be such that
gcd(Ŝ e − m̂ (mod N ), N ) = p.
Importantly, we implicitly assume that the values defined in Step 1 are errorfree. For practicability, we do not want to modify the personalisation process
and so do not require, as in [2], that those quantities are available as inputs in
memory. As aforementioned, the standard inputs in CRT mode are parameters
(p, q, dp , dq , iq ) — along with a CRC.
We also implicitly assume that the CRC is checked after that a CRT parameter is used or erased from memory (this is not included in Fig. 1 for clarity).
We note that this only protect against long-lived faults.
There are several ways to ensure the correctness of the values defined in
Step 1. A first solution is to “reverse” the computations and to use the CRC
information for checking the correctness. For example, the value of p∗ can be
?
checked for correctness as CRC(p∗ /r1 ) = CRC(p). Alternatively (or in a combined way), one can also exploit algebraic properties. Again, with the example
of p∗ , one can check that p∗ ≡ 0 (mod p) (cf. [1, Fig. 6]). Yet another possibility
is to make use of the relations between the different quantities and to test the
coherence; e.g., N = (p∗ q ∗ )/(r1 r2 ). We note in this last case that a multiplicative
CRC can be useful (for instance defined as a modular reduction).
As previously discussed in § 2.3, all these checks should be carried out without
?
any decisional test. For example, the result of a test of the form A = B should be
replaced with γ ← γ(A⊕B⊕1) where γ denotes a κ-bit register (for some security
parameter κ) keeping track of the errors (γ = 1 means no fault detected). Again
this is not explicitly included in Fig. 1 for clarity (Step 5 should be modified
accordingly).

3.3

Computing iq∗

The computation of iq∗ = (q ∗ )−1 mod p∗ (with p∗ = r1 p and q ∗ = r2 q) can be
carried out using the extended Euclidean algorithm. A more efficient method is
to make use of the value of input CRT parameter iq = q −1 mod p. We obviously
have iq∗ ≡ iq ·r2 −1 (mod p). Moreover, the value of r2 −1 mod p can be evaluated
from the value of p−1 mod r2 as
r2 −1 mod p =

1 + p (−p−1 mod r2 )
.
r2

The value of iq∗ is then obtained by Chinese remaindering modulo r1 p. So, the
computation is fast since only reductions modulo ri (i ∈ {1, 2}) are involved.

3.4

Variants and remarks

There are numerous variants of our basic algorithm. We describe below a few of
them.
– The basic algorithm assumes that r1 and r2 are co-prime. More generally, if
gcd(r1 , r2 ) = δ then the extended Euclidean algorithm yields the value of
δ
p∗
,
mod
q∗
δ
instead of iq∗ = (q ∗ )−1 mod p∗ [6], which can be evaluated efficiently
using
¡
the technique ¢of § 3.3. The expression of c1 then becomes c1 = S ∗ − δs1 +
(δ − 1)sq∗ + 1 mod r1 .
– The final step (Step 6 in Fig. 1) involves the computation of a (short) exponentiation modulo RSA modulus N . When there is not enough memory,
this can advantageously replaced with
S = (γ S ∗ ⊕ (γ − 1) r) mod N
for an (|N |2 + 2κ)-bit random r.
– The algorithm remains valid when CRT exponents dp and dq are masked as
dp∗ = dp + ρ1 (p − 1) and dq∗ = dq + ρ2 (q − 1) for two random integers ρ1
and ρ2 . Such blindings are useful to prevent certain side-channel attacks [10]
and safe-error attacks [17].

4

Conclusion

This paper presented simple and practical countermeasures against fault attacks
for Chinese remaindering based implementations of RSA. Our algorithms are
generic and several parts can be tuned according to the processor being used.
As in the previous works, our security analysis is only assessed against known
attacks. The next step would be to formally prove the security of our algorithms,
as was initiated in [2, 19]. However, as exemplified by [16], this is highly nontrivial.
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