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Abstract. We show that the cryptosystems based on Lucas sequences
and on elliptic curves over a ring are insecure when a linear relation is
known between two plaintexts that are encrypted with a “small” public
exponent. This attack is already known for the classical RSA system,
but the proofs and the results here are different.
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Introduction

In numerous situations, the difference between two plaintexts is known, as for
example,
–
–
–
–

texts differing only from their date of compilation;
letters sent to different destinators;
retransmission of a message with a new ID number due to an error;
...

On the other hand, the security of public-key cryptosystems relies on trapdoor one-way functions. A trapdoor one-way function is a function easy to compute but infeasible to invert unless the trapdoor is known.
Many trapdoor one-way functions are using a polynomial in a given algebraic
structure (think about RSA). Recently, some researchers [9, 25, 5, 6] were able to
exploit such a structure to mount a new attack against well-known protocols.
Here, we show that this attack is of very general nature and not specific to RSA.
The paper is organized as follows. First, we review the cryptosystems based
on Lucas sequences and on elliptic curves over a ring. Next, we review the attack
on the RSA. Finally, we show how to generalize it and give a short analysis.
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RSA-like functions

Two years after the introduction of the concept of public-key cryptography [8],
Rivest, Shamir and Adleman [29] presented the RSA cryptosystem. After this
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breakthrough, many generalizations were presented (e.g. using polynomials), and
broken.
Recently, it has been adapted to work with other structures. In [16], Koyama,
Maurer, Okamoto and Vanstone, and, later Demytko [7] pointed out the existence
of new one-way trapdoor functions similar to the RSA on elliptic curves defined
over a ring. In 1993, the system proposed by Müller and Nöbauer [22], in 1981,
re-emerged to construct the LUC cryptosystem [32]. This latter system uses a
special type of Lucas sequences, and is an alternative to the RSA.
In what follows, we shall describe the RSA-like functions used with Lucas
sequences and on elliptic curves. The reader who is not familiar with these structures is invited to consult references [3, 27, 28] for Lucas sequences and [4, 11, 21,
30] for elliptic curves.
2.1

LUC function

Each user chooses two secret and “random” large primes p and q, and publishes
their product n = pq. Next, he chooses a public encryption key e which is
relatively prime to (p − 1), (p + 1), (q − 1) and (q + 1).
To send a message M to Bob, Alice looks to Bob’s public key e, and using
the Lucas sequence {Vi }, she forms the ciphertext C = Ve (M, 1) mod n. Since
Bob knows the factors p and q, he is able to compute the secret decryption key
d according to ed ≡ 1 (mod Ψ (n)), where Ψ (n) = lcm(p − (D/p), q − (D/q))
and D = M 2 − 4.? Therefore, Bob can recover the message M by computing
Vd (Ve (M, 1), 1) ≡ Ved mod Ψ (n) (M, 1) ≡ V1 (M, 1) ≡ M (mod n).
2.2

KMOV?? /Demytko’s functions

Before presenting these systems, we show a naı̈ve trapdoor one-way function
using elliptic curves over a ring.
Similarly, each user chooses two large primes p and q. Moreover, he chooses
two parameters a and b such that gcd(4a3 + 27b2 , n) = 1, where n = pq.
Next, he computes the order of the elliptic curves Ep (a, b) and Eq (a, b). He
chooses a public encryption key e relatively prime to #Ep (a, b) and #Eq (a, b),
and computes the secret decryption key d such that ed ≡ 1 (mod Nn ), where
Nn = lcm(#Ep (a, b), #Eq (a, b)).
f must
The public parameters are n, e, a and b. Before doing, the message M
be associated to a point M = (mx , my ) on the curve En (a, b). For this, in a
f so that m3x + amx + b is a
publicly known way, redundancy is introduced to M
quadratic residue modulo n.
f with her secret key d, Alice computes C ∈ En (a, b)
To sign the message M
according to C = dM . To verify the signature, Bob checks that eC is equal to
M.
?

??

(D/p) denotes the Legendre symbol and is equal to 1 or −1 whether D is a quadratic
residue modulo p or not.
From the last names of inventors Koyama, Maurer, Okamoto and Vanstone.
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This function may only be used in a digital signature scheme, because the
trapdoor is required to associate a point of En (a, b) to M . Moreover, the signaf. To overcome these shortcomings, new
ture is twice as long as the message M
one-way trapdoors functions were proposed.
KMOV function In that system, the primes p and q are both congruent to 2
modulo 3, and the parameter a is equal to 0. In that case,
Nn = lcm(#Ep (0, b), #Eq (0, b)) = lcm(p + 1, q + 1).
Since Nn does not depend on b, the parameter b is chosen according to
b = m2y − m3x mod n.
Remarks. 1) The minimum possible value of the public key e is 5, because 6
divides Nn and e must be relatively prime to Nn .
2) It is also possible to work on the elliptic curve En (a, 0), if one chooses p and
q congruent to 3 modulo 4.
Demytko’s function The parameters n, a, b and e are chosen as before. To
encrypt M = (mx , my ), Alice computes C = (cx , cy ) = eM . To decrypt the
ciphertext C, Bob computes di C = di eM = M , where the decryption key is
chosen so that
edi ≡ 1 (mod Nn,i ) (i = 1, . . . , 4),

Nn,1 = lcm(#Ep (a, b), #Eq (a, b)) if (w/p) = 1 and (w/q) = 1


 N = lcm(#E (a, b), #E (a, b)) if (w/p) = 1 and (w/q) 6= 1
q
n,2
p
with
,
Nn,3 = lcm(#Ep (a, b), #Eq (a, b)) if (w/p) 6= 1 and (w/q) = 1



Nn,4 = lcm(#Ep (a, b), #Eq (a, b)) if (w/p) 6= 1 and (w/q) 6= 1
and w = c3x + acx + b mod n.? ? ?
Remarks. 1) It is possible to construct a message independent cryptosystem by
choosing p and q so that #Ep (a, b) = p + 1 and #Eq (a, b) = q + 1.
2) The computation of the second coordinate can be avoided if the algorithm
described in [3] is used.

3

Description of the attack

At the rump session of Crypto ’95, Franklin and Reiter [9] showed a protocol
failure for RSA with a public encryption exponent equal to 3. This was later
extended by Patarin [25, 6] for exponents up to ' 32 bits. We shall generalize
this kind of attack to protocols based on LUC and on elliptic curves over a ring.
???

Ep (a, b) denotes the complementary group of Ep (a, b).
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Review of the attack

Suppose that two plaintexts M1 and M2 satisfy the known linear relation
M2 = M1 + ∆,
and are encrypted with the same RSA function to produce the corresponding
ciphertexts C1 = M1e mod n and C2 = M2e mod n, respectively. An intruder can
recover M1 (and M2 ) from C1 , C2 and ∆ as follows.
1. Let P and Q be the polynomials in the indeterminate x defined by
P(x) = xe − C1

and Q(x) = (x + ∆)e − C2

(mod n).

2. Since M1 is a root of P and of Q, the message M1 will be a root of
R = gcd(P, Q).
Solving the polynomial R, that is of degree 1 with a very high probability, will
give the value of the plaintext M1 .
Example 1. With exponent e = 3, the plaintext M1 is given by
M1 =

∆(2C1 + C2 − ∆3 )
mod n,
−C1 + C2 + 2∆3

and M2 = M1 + ∆.
3.2

Extension to Lucas sequences

Let M1 and M2 = M1 + ∆ be two plaintexts encrypted by a LUC system
to produce the ciphertexts C1 = Ve (M1 , 1) mod n and C2 = Ve (M2 , 1) mod n,
respectively.
Unlike RSA, the polynomial relation between the plaintext and the ciphertext
is not explicitly given. We need the following proposition.
Proposition 1. Let {Vk } be the Lucas sequence with parameters P and Q = 1.
Then
k−2
Xµ k ¶
Vk (P, 1) = P k −
k−i Vi (P, 1).
i=1
i odd

2

So, it is possible to express recursively Vk (P, 1) as a polynomial of degree k
in the indeterminate P . Consequently, the previous attack applies with P(x) =
Ve (x, 1) − C1 and Q(x) = Ve (x + ∆, 1) − C2 (mod n).
Example 2. With a public encryption exponent e = 3, the plaintext M1 can be
recovered from C1 , C2 and ∆ by
M1 =
and M2 = M1 + ∆.

∆(2C1 + C2 − ∆3 + 3∆)
mod n,
−C1 + C2 + 2∆3 − 6∆
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Extension to elliptic curves

To extend the attack to elliptic curves, we need to introduce the division polynomials (see [30]). They allow to compute the multiple of a point in terms of the
first coordinate.
Definition 1. The division polynomials Ψm ∈ ZZ[a, b, x, y], are inductively defined by
Ψ1 = 1, Ψ2 = 2y, Ψ3 = 3x4 + 6ax2 + 12bx − a2 ,
Ψ4 = 4y(x6 + 5ax4 + 20bx3 − 5a2 x2 − 4abx − 8b2 − a3 ),
3
2
− Ψm−1 Ψm+1
(m ≥ 2),
Ψ2m+1 = Ψm+2 Ψm
2
2
2y Ψ2m = Ψm (Ψm+2 Ψm−1 − Ψm−2 Ψm+1
) (m ≥ 2).
Proposition 2. Let En (a, b) be an elliptic curve over the ring ZZ n . Define the
polynomials Φk and ωk by
Φk = xΨk2 − Ψk+1 Ψk−1 ,
2
2
.
− Ψk−2 Ψk+1
4y ωk = Ψk+2 Ψk−1
(a) Ψk , Φk , y −1 ωk (for k odd) and (2y)−1 Ψk , Φk , ωk (for k even) are polynomials
in ZZ[a, b, x, y 2 ]. Hence, by replacing y 2 by x3 +ax2 +b, they will be considered
as polynomials in ZZ[a, b, x].
(b) As polynomials in x,
2

Φk (x) = xk + lower order terms,
Ψk (x)2 = k 2 xk

2

−1

+ lower order terms

are relatively prime polynomials.
µ
¶
Φk (P ) ωk (P )
(c) If P ∈ En (a, b), then kP =
,
Ψk (P )2 Ψk (P )3

(mod n).

To illustrate the attack, we shall only focus on the first coordinate. Let m1,x
and m2,x = m1,x + ∆ be the first coordinates of two plaintexts M1 and M2 , and
let c1,x and c2,x be the first coordinates of the two corresponding ciphertexts
C1 = eM1 and C2 = eM2 , respectively.
By the previous proposition, we have
Φe (mi,x ) − ci,x Ψe (mi,x )2 ≡ 0

(mod n)

(i ∈ {1, 2}).

This relation allows to construct the following attack.
1. Let P and Q be the polynomials in the indeterminate x of degree e2 , defined by
P(x) = Φe (x)−c1,x Ψe (x)2 and Q(x) = Φe (x+∆)−c2,x Ψe (x+∆)2

(mod n).

2. We compute R = gcd(P, Q), which is with a very high probability, a polynomial
of degree 1. Solving the polynomial R in x will give the value of m1,x .
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Analysis of the new attack

In [25], Patarin considered that, for the RSA, this attack applies with a public
encryption exponent e up to typically 32 bits. From proposition 1, the same
conclusion holds for LUC. However, this is not true for elliptic curves, since the
polynomial relation P(x) is of order e2 instead of e. It means that for the same
modulus n, a public exponent e of length ` on elliptic curves will be as secure
as a public exponent e of length 2` for RSA or LUC.
On the other hand, from the polynomials P(x) and Q(x) defined as above,
we can form the polynomial
%(∆) = Resultantx (P(x), Q(x))

(mod n),

which is a univariate polynomial in ∆. As showed by Coppersmith in [5], if we
call δ the degree of %(∆), then it is possible to solve the polynomial % as long as
there is a solution less than about n1/δ . So, if the length of ∆ is less than 1/δ
times the length of the modulus n, then the technique of Coppersmith enables to
recover M1 (and M2 ) even if the difference ∆ between the two plaintexts M1 and
M2 is unknown. Since δ = e2 for the RSA and the LUC functions, and δ = e4
for the KMOV/Demytko’s functions, the cryptosystems based on elliptic curves
are more resistant against the attack of Coppersmith.

4

Conclusion

We have generalized a known attack for the RSA system, in the following way:
“If a cryptosystem enables to exhibit a non-trivial polynomial relationship, then we can form two polynomials from two related unknown messages to recover them.”
We have illustrated this attack on cryptosystems based on Lucas sequences and
on elliptic curves over a ring.
Acknowledgments The authors are grateful to Daniel Bleichenbacher and to
Richard Pinch for providing informations about the implementation and the security of the Lucas-based cryptosystems. Many thanks also to Don Coppersmith
for showing how to solve a polynomial equation (modulo n).
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