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Abstract. On-line/off-line signature schemes allow one to quickly compute a digital signature from a pre-computed coupon. One of the most
efficient schemes to date is the GPS scheme, due to Girault, Poupard
and Stern. Its security stands in the random oracle model. This paper
presents a novel on-line/off-line signature featuring the same on-line efficiency (only a single small integer multiplication has to be computed)
but without relying on random oracles.
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Introduction

Likewise handwritten signatures, digital signatures should feature important requirements making them compelling for a number of applications. Namely, in addition to be unforgeable, they should offer the properties of authenticity, integrity
and non-repudiation of signed messages. The advent of public-key cryptographic
techniques made possible to allow anyone to perform publicly the verification of
signatures. Informally, in a digital signature scheme, each user possesses a pair
of matching public key and private key. The private key is used to sign messages
while the public key is used to verify signatures.
There exist numerous digital signature schemes, the security of which rely
on various intractability assumptions (e.g., discrete logarithms or integer factorization). Several signature schemes are shown to be secure even against chosenmessage attacks. Existential unforgeability against chosen-message attacks is the
security notion classically retained for signature schemes. Basically, it requires
that an adversary having access to a signing oracle returning the signature on
messages of its choice is unable to produce a valid signature on a message not
previously submitted to the signing oracle [17]. In this paper, we are interested
in secure yet efficient signature schemes. By efficiency, we mean here that the
signing process should be as fast as possible. This leads us to the paradigm of
on-line/off-line signatures introduced by Even et al. [10] and later improved by
Shamir and Tauman [24]. See also [7] for a unifying paradigm encompassing the
two approaches.

In an on-line/off-line signature scheme, the signing process is subdivided into
two phases. The first phase, performed off-line, is independent of the message to
be signed. The second phase, performed on-line, takes on input a value precomputed in the off-line phase and a message and produces a signature. Only the
on-line phase is required to be fast. Many applications can afford slower computations as long as they are not performed on-line. Examples include a server
pre-computing values at idle time or a low-end smart card with pre-computed
values stored in memory. In the latter case, the pre-computed values are sometimes referred to as ‘use & throw coupons’ [22]. See also [27] for applications in
routing protocols.
The so-called GPS signature scheme [16] (see also [15, 23]), obtained from
the companion identification scheme using the Fiat-Shamir heuristic [11], is one
of the most efficient on-line/off-line signature schemes. The on-line phase boils
down to the computation of a small integer (i.e., non-modular) multiplication.
However, being built via the Fiat-Shamir heuristic, the security of the GPS
signature scheme stands in the random oracle model [2]. The random oracle
model is an idealized model assuming that the output of a hash function behaves
as a random generator. Although guaranteeing that the general design should
not be flawed, a proof in the random oracle model cannot be considered as an
absolute proof. In [5, 6], Canetti et al. show that there exist signature schemes
secure in the random oracle model but for which no secure implementations do
exist.
Several efficient on-line/off-line signature schemes in the standard model (i.e.,
without random oracles) are known [24, 3, 21, 8, 28] but none of them features
the very fast on-line-phase of the GPS signature scheme. This paper fills the gap
and provides such a scheme. The proposed on-line/off-line signature scheme even
outperforms the GPS signature scheme for short messages since no prior hashing
is required. Moreover, combined with [14], it yields a very efficient identity-based
on-line/off-line signature scheme. We note that the GPS signature scheme has
been standardized by ISO/IEC in 2008 [20].
The rest of this paper is organized as follows. In the next section, we introduce
some definitions. In Section 3, we present our on-line/off-line signature scheme.
Then, in Section 4, we prove its security and analyze its performance. Finally,
we conclude in Section 5.
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2.1

Preliminaries
Signature schemes

A signature scheme is a triplet, (Gen, Sign, Verify), of probabilistic polynomialtime algorithms satisfying:
1. Key generation algorithm Gen. On input security parameter k, algorithm Gen
produces a pair (pk, sk) of matching public and private keys.

2. Signing algorithm Sign. Given a message m in a set M of messages and a pair
of matching public and private keys (pk, sk), Sign produces a signature σ.
3. Verification algorithm Verify. Given a signature σ, a message m ∈ M and a
public key pk, Verify checks whether σ is a valid signature on m with respect
to pk.
As aforementioned, the classical notion for the security of signature schemes
is existential unforgeability against chosen-message attacks (in short, EUF-CMA).
Definition 1. A signature scheme (Gen, Sign, Verify) is said secure if the success
probability
·
¸
(pk, sk) ← Gen(1k ), (m∗ , σ∗ ) ← ASign(sk;·) (pk) :
SuccEUF-CMA (A) := Pr
Verify(pk; m∗ , σ∗ ) = true
is negligible, for every probabilistic polynomial-time adversary A having access
to signing oracle Sign(sk; ·), and returning a valid signature σ∗ on a message m∗
that was not submitted to the signing oracle.
When the signing algorithm is probabilistic, a setting slightly more general than
the single-occurrence chosen-message attack scenario can be considered [25].
The corresponding security notion is referred to as strong unforgeability against
chosen-message attacks (sEUF-CMA).
Definition 2. A signature scheme (Gen, Sign, Verify) is said [strongly] secure if
the success probability
¸
·
(pk, sk) ← Gen(1k ), (m∗ , σ∗ ) ← ASign(sk;·) (pk) :
SuccsEUF-CMA (A) := Pr
Verify(pk; m∗ , σ∗ ) = true
is negligible, for every probabilistic polynomial-time adversary A having access
to signing oracle Sign(sk; ·), and returning a valid signature σ∗ on a message
m∗ where (m∗ , σ∗ ) is different from all pairs (mi , σi ) of chosen messages mi
submitted to the signing oracle and corresponding signatures σi returned by the
signing oracle.
2.2

Intractability assumptions

Typically, the security of a signature scheme is conditioned to some intractability
assumptions. For the proposed scheme, we will rely on the strong RSA assumption [1, 13] and the short exponent discrete logarithm assumption [26] (also used
in the GPS signature scheme).
Definition 3. The strong RSA assumption (sRSA) is that it is hard, on input
a safe1 RSA modulus N and a random element s ∈ Z∗N , to find a pair (u, r) ∈
1

An RSA modulus N = pq is said safe when prime p = 2p0 + 1 and prime q = 2q 0 + 1
for some primes p0 and q 0 .

ZN × Z>1 satisfying s ≡ ur (mod N ). More formally, the success probability of
any probabilistic polynomial-time adversary A:
£
¤
Pr N ← sRSA(1k ), s ← Z∗N , (u, r) ← A(N, s) : ur ≡ s (mod N ) ∧ r > 1
is negligible.
Definition 4. The short exponent discrete logarithm assumption (sDL) is that
it is hard, on input a safe RSA modulus N , a random element s ∈ Z∗N and
v = sz mod N for a [small] integer z, to recover the value of z. More formally,
the success probability of any probabilistic polynomial-time adversary A:
£
¤
Pr (N, z) ← sDL(1k ), s ← Z∗N , v ← sz mod N, z 0 ← A(N, s, v) : z 0 = z
is negligible.
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Proposed On-line/Off-line Signature Scheme

Let `N , `Z , `S , `E , `H and `K be six security parameters, satisfying
`N ≥ 2(`E + 2),

b(`E − 1) ≥ `K + 1,

`N − 4 ≥ `K ≥ `Z + `H + `S

(1)

for an integer b ≥ 1. (Typical values for the security parameters are discussed in
§ 4.2.)
The message space is defined as M = {0, 1}`H , which can also be viewed as
the set of integers in the range [0, 2`H − 1].
Key generation Choose two random primes p = 2p0 + 1 and q = 2q 0 + 1 where
p0 and q 0 are primes of equal length, so that N = pq is of length exactly
`N . Choose at random two quadratic residues g and x in Z∗N . Finally, for a
random `Z -bit integer z, compute h = g −z mod N .
The public key is pk = {g, h, x, N } and the private key is sk = {p, q, z}.
Signing Let m ∈ M denote the message being signed.
– [Off-line phase] Randomly pick an `K -bit integer t and an `E -bit prime e.
Next compute
y = (x g −t )d mod N

where d = e−b mod p0 q 0 .

(2)

– [On-line phase] From a triplet (t, y, e) computed off-line, evaluate
k = t + mz .
and return the signature σ = (k, y, e).
Verification Signature σ = (k, y, e) on message m ∈ M is accepted iff
1. e is an odd `E -bit integer,
2. k is an `K -bit integer, and

(3)

b

3. y e g k hm ≡ x (mod N ).
As for the Cramer-Shoup signature scheme [9] and its derivatives [29, 4, 12],
there is no need to check the primality of e in the verification algorithm. Observe
also that the use of a prime power in Eq. (2) as in [12, 18] — rather than simply a
prime — speeds up the off-line phase but also reduces the length of the resulting
signatures. Moreover, the use of a small value for z as in [16] speeds up the
on-line phase and reduces the length of the signatures; in contrast, the schemes
in [8, 28] require a multiplication by a full-size integer in the on-line phase.
We note there is no hash function involved in the signing process. Long messages can however be dealt with by first reducing their length to the appropriate
range using a collision-resistant function H : {0, 1}∗ → M.
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Analysis

In this section, we show that our signature scheme is strongly secure under the
strong RSA assumption and the short exponent discrete logarithm assumption
(see Section 2). We also analyze its performance.
4.1

Proof of security

Assume that there exists a polynomial-time chosen-message attacker A, allowed
to make qS queries to a signing oracle OΣ , that is able to produce a signature forgery. For i ∈ {1, . . . , qS }, we let mi be the ith message queried to OΣ
and σi = (ki , yi , ei ) the ith corresponding signature returned by OΣ . We let
σ∗ = (k∗ , y∗ , e∗ ) denote the forgery returned by A on a message m∗ ∈ M and
(m∗ , σ∗ ) 6= (mi , σi ) for all i ∈ {1, . . . , qS }. We will show that the existence of
attacker A contradicts a cryptographic assumption (namely, the strong RSA assumption or the short exponent discrete logarithm assumption), which proves
the security of the scheme.
We distinguish 3 types of attackers.
Type Ia: e∗ = eı̂ and y∗ 6= yı̂ , for some ı̂ ∈ {1, . . . , qS }.
In this case, we show that A can be used to solve the (safe) RSA problem.
That is, given a safe RSA modulus N , an `E -bit prime r ∈ Z∗φ(N ) and a
random element s ∈ Z∗N , we want to find u such that u ≡ s1/r (mod N ).2
– We randomly pick ı̂ ∈ {1, . . . , qS }. For all i ∈ {1, . . . , qS }, i 6= ı̂, we let
ei be a random `E -bit prime; we also set eı̂ = r. We assume that for all
i ∈ {1, . . . , qS }, i 6= ı̂, we have ei 6= r, which occurs with overwhelming
probability. We create the public key pk = {g, h, x, N } with
g = s2

Q
i6=ı̂

ei b

mod N,

h = g −z mod N,

x = w2

Q
i

ei b

g tı̂ mod N

where z is a random `Z -bit integer, w is a random element in Z∗N and tı̂
is a random `K -bit integer.
2

Note that such an attacker also breaks the strong RSA assumption.

– The signing oracle can be simulated as follows. On input a message
mj ∈ M, j ∈ {1, . . . , qS }, we return
• σı̂ = (kı̂ , yı̂ , eı̂ ) if j = ı̂, with
kı̂ = tı̂ + mı̂ z,

yı̂ = w2

Q
i6=ı̂

ei b

mod N ;

• σj = (kj , yj , ej ) otherwise, with
kj = tj + mj z,

yj = w 2

Q
i6=j

ei b

s2(tı̂ −tj )

Q
i6=j,ı̂

ei b

mod N

where tj is a random `K -bit integer.
– Let σ∗ = (k∗ , y∗ , e∗ ) with e∗ = eı̂ = r be the signature forgery on a
message m
Q∗ ∈ M, returned by A. Letting t∗ = k∗ − m∗ z and ν =
2(tı̂ − t∗ ) i6=ı̂ ei b , we have
³ y ´rb
∗

≡ g kı̂ −k∗ hmı̂ −m∗ ≡ sν

yı̂

(mod N ) .
b

Moreover, we have tı̂ 6= t∗ as otherwise we would have (y∗ /yı̂ )r ≡ 1
(mod N ) and thus y∗ = yı̂ since gcd(rb , 2p0 q 0 ) = 1, a contradiction. As a
result, we have gcd(rb , ν) = gcd(rb , tı̂ − t∗ ) = rρ for some ρ ∈ {0, . . . , b −
1} since prime power rb > |tı̂ − t∗ |. Hence, by the extended Euclidean
algorithm, we can find integers α and β such that α rb + β ν = rρ . This
implies
s ≡ sα r

b−ρ

+β

ν
rρ

≡

µ ³ ´ ¶rb−ρ
y∗ β
sα
yı̂

(mod N ) .

¡
¢rb−ρ−1
Consequently, u := sα (y∗ /yı̂ )β
mod N solves the RSA problem:
1/r
u≡s
(mod N ).
u
t
Type Ib: e∗ = eı̂ and y∗ = yı̂ , for some ı̂ ∈ {1, . . . , qS }.
In this case, we show that A can be used to solve the short exponent discrete
logarithm problem. That is, given a safe RSA modulus N , a random element
s ∈ Z∗N and v = sz mod N for an `Z -bit integer z, we want to recover the
value of z.
– For all i ∈ {1, . . . , qS }, we let ei be a random `E -bit prime. We create
the public key pk = {g, h, x, N } with
g = s2

Q
i

ei b

mod N,

h = v −2

Q
i

ei b

mod N,

x = w2

Q
i

ei b

mod N

where w is a random element in Z∗N .
– On input message mj ∈ M, j ∈ {1, . . . , qS }, we simulate the signing oracle by choosing a random `K -bit integer kj and returning σj = (kj , yj , ej )
with
¡
¢2 Qi6=j ei b
yj = s−kj v mj w
mod N .

– Let σ∗ = (k∗ , y∗ , e∗ ) with y∗ = yı̂ and e∗ = eı̂ be the signature forgery
on a message m∗ ∈ M, returned by A. As both σ∗ and σı̂ are valid
signatures, we have g k∗ hm∗ ≡ g kı̂ hmı̂ (mod N ) and so
k∗ − z m∗ ≡ kı̂ − z mı̂

(mod p0 q 0 )

noting that h = g −z mod N . Given the definition ranges, the above
relation does hold over the integers. Hence, we have k∗ −kı̂ = z(m∗ −mı̂ ).
Moreover, we have m∗ 6= mı̂ as otherwise we would have k∗ = kj and
thus (m∗ , σ∗ ) = (mı̂ , σı̂ ), a contradiction. Therefore, we get
z=

k∗ − kı̂
,
m∗ − mı̂

the discrete logarithm of v w.r.t. s.

u
t

Type II: e∗ 6= ei for all i ∈ {1, . . . , qS }.
In this case, we show that A can be used to solve the flexible RSA problem
(a.k.a. strong RSA problem). That is, given a safe RSA modulus N and a
random element s ∈ Z∗N , we want to find (u, r) such that s ≡ ur (mod N )
and r > 1.
– For all i ∈ {1, . . . , qS }, we let ei be a random `E -bit prime. We create
the public key pk = {g, h, x, N } with
g = s2

Q

ei b

i

mod N,

h = g −z mod N,

x = g a mod N

where z is a random `Z -bit integer and a is a random integer in {1, . . . ,
N 2 }.
– On input message mj ∈ M, j ∈ {1, . . . , qS }, we simulate the signing oracle by choosing a random `K -bit integer tj and returning σj = (kj , yj , ej )
with
³ Q
´
b a−tj
yj = s2 i6=j ei
mod N, kj = tj + mj z .
– Let σ∗ = (k∗ , y∗ , e∗ ) be the signature forgery
Qon a message m∗ ∈ M,
returned by A. Letting ν = 2(a − k∗ + z m∗ ) i ei b , we have
b

y∗e∗ ≡ x g −k∗ h−m∗ ≡ sν

(mod N ) .

Since e∗ is an odd `E -bit integer and e∗ 6= ei for all i ∈ {1, . . . , qS }, it
follows that δ := gcd(e∗b , ν) = gcd(e∗b , a − k∗ + z m∗ ). Hence, by the
extended Euclidean algorithm, we can find integers α and β such that
b
α eδ∗ + β νδ = 1, which, noting that gcd(δ, 2p0 q 0 ) = 1, implies
s ≡ sα

e∗b
δ

+β

ν
δ

≡ sα

e∗b
δ

y∗β

e∗b
δ

≡ (sα y∗β )

e∗b
δ

(mod N ) .

If we set u := sα y∗β mod N and r := e∗b /δ then (u, r) is a solution
to the flexible RSA problem, provided that r 6= 1. Since a is chosen in
{1, . . . , N 2 } and since attacker A knows at best the value of a mod p0 q 0
from x, the probability that r = 1, or equivalently, that e∗b | (a − k∗ +
z m∗ ) is negligible.
u
t

4.2

Efficiency analysis

The proposed signature scheme involves several parameters, namely `N , `Z , `S ,
`E , `H and `K . We discuss below how to choose those parameters in order to
get an adequate security. Our analysis is based on [16].
The security of the proposed signature scheme relies on the strong RSA assumption and the short exponent discrete logarithm assumption. Although in
principle easier than the factoring problem, the best known way to solve the
strong RSA problem consists in factoring the modulus. Therefore, an RSA modulus of length at least 1536 bits, or equivalently `N ≥ 1536, should validate the
strong RSA assumption. Likewise the most efficient methods for computing short
exponent discrete logarithms are in the square root of the size of the exponent.
Hence, choosing `Z ≥ 160 should prevent the recovery of secret parameter z.
Parameter `S must be chosen so as `K À `Z + `H in order to guarantee the
statistical zero-knowledge property; as in [16], we advise to set `S ≥ 80. Finally,
the length for prime e, `E , in the signing algorithm is subject to the requirement
that it should be very unlikely to generate twice the same prime. To avoid such
birthday attacks, the bit-length of prime e must be (roughly) at least κ + log2 qS
to offer a κ-bit security, where qS is the maximum number of allowed signature
queries [19]. As a result, assuming qS ≈ 230 , setting `E ≥ 128 appears to be a
safe choice. The remaining parameters (i.e., `K and `H ) must be chosen so as to
satisfy Eq. (1).
Typically, if we choose `N = 1536, `Z = 160, `S = 80 and `E = 128, Eq. (1)
yields
127b − 1 ≥ `K ≥ 240 + `H .
Hence, assuming we are signing 256-bit messages (or longer messages using a
standard hash function like SHA-256) — that is, `H = 256, we can set b = 4
and `K = 496. So, for 1536-bit RSA moduli, a signature will be of length 2160
bits. But the main advantage of the proposed scheme resides in the efficacy of
the on-line phase (cf. Eq. (3)). It only requires a small integer multiplication
for obtaining k = t + m z. Both m (or a hashed value thereof) and z are short
values; namely, of 256 and 160 bits with the above exemplary values — hence
for those values, the evaluation of k basically costs 640 single-precision integer
multiplications on a low-end 8-bit processor with the basic schoolboy method.

5

Conclusion

This paper proposed an efficient on-line/off-line signature scheme. Advantageously, the proposed scheme features a very fast on-line phase: only a single
small integer multiplication is required. We note that this is slightly faster than
the GPS signature scheme, at least for short messages. This property is especially desired for time-constrained applications and for low-end devices that do
not have much in the way computational resources. Furthermore and contrarily
to the GPS signature scheme, the security proof stands in the standard model
(i.e., without random oracles).
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