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Abstract. This paper discusses methods for generating RSA moduli
with a predetermined portion. Predetermining a portion enables to represent RSA moduli in a compressed way, which gives rise to reduced
transmission- and storage requirements. The first method described in
this paper achieves the compression rate of known methods but is fully
compatible with the fastest prime generation algorithms available on
constrained devices. This is useful for devising a key escrow mechanism
when RSA keys are generated on-board by tamper-resistant devices like
smart cards. The second method in this paper is a compression technique
yielding a compression rate of about 2/3 instead of 1/2. This results in
higher savings in both transmission and storage of RSA moduli. In a
typical application, a 2048-bit RSA modulus can fit on only 86 bytes
(instead of 256 bytes for the regular representation). Of independent interest, the methods for prescribing bits in RSA moduli can be used to
reduce the computational burden in a variety of cryptosystems.
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Introduction

In 1976, Diffie and Hellman introduced the concept of public-key cryptography [11]. Soon after Rivest, Shamir, and Adleman proposed a concrete realization that works for encryption as well as for digital signatures: the so-called RSA
algorithm [26]. RSA has withstood years of extensive cryptanalysis (see e.g. [4])
and is still the most widely deployed and used public-key cryptosystem.
The security of RSA relies on the problem of factoring large numbers, or more
exactly, on the problem of computing roots modulo a large composite number.
The largest factored RSA modulus is RSA-200 (663 bits), whose factorization
was reported by a team of German researchers on May 2005 [28]. Current RSAbased applications typically use 1024-bit RSA moduli but we observe a trend to
push for larger moduli like 2048 bits or 4096 bits. It is meaningless to define a
threshold value for the key length separating security from insecurity. Security

is defined relatively to a security model: the adversarial goal and the adversary’s resources. Further, it is highly dependent on the implementation. There
is no need for strong cryptographic algorithms if they are poorly implemented.
Clearly, selecting the “appropriate” key length for a given application is a touchy
problem. A recent list of recommended key lengths and guidelines is provided
in [12].
At first glance, the safe approach would be to increase the key length to
(hopefully) increase the security level. Amdahl’s law applied to security says
that strengthening a secure part (in this case using larger keys) does not help
much [16]. A system is as secure as its weakest point and cryptography is rarely
the weakest point. More importantly, the use of larger keys comes at a cost.
First, it affects the performance in terms of speed. Second, larger keys consume
more bandwidth. Third, larger keys imply more memory requirements for their
storage. This last point is particularly relevant for constrained devices whose
price is mainly dictated by the size of their different memories.
This paper is aimed at mitigating the impacts resulting from the use of larger
RSA keys. We develop simple methods to reduce considerably the transmission
and storage requirements of RSA moduli. We show how to construct RSA moduli
where many bits can be prescribed. Furthermore, such RSA moduli can give rise
to substantial speed improvements.
Let n denote the bit length of an RSA modulus and t the number of prescribed
bits. If the prescribed portion of the RSA moduli is shared among a group of
users, only (n − t) bits are needed to represent the RSA modulus of each user
together with a single copy of the t bits used by the entire group. Another
scenario is to use t bits of an RSA modulus to represent the user’s identity and
other publicly available information. In this case, there is no need to store or to
transmit the value of those t bits and an RSA modulus can be encoded with only
(n−t) bits. Alternatively, one can imagine that a string of t bits is constructed by
applying a public function to some seed σ. An RSA modulus is then represented
by σ and (n−t) bits; the so-obtained representation is particularly advantageous
for short σ’s. Yet another application is to make use of t bits of an RSA modulus
to convey certain information. This information may appear in clear or in an
encrypted form. An example of the first case is presented in [22] where the
representation of a DSA prime, p = α q + 1, embeds the value of prime divisor q
and a certificate of proper generation. The second case (namely, encrypted form)
can be helpful for key-escrow purposes. For example, t bits of public modulus N
can be used to encode the encryption of the corresponding private key or a part
thereof.
A modulus N is called a diminished-radix (DR) modulus if it has the special
form N = 2n − µ for some µ < 2n−t . DR moduli are attractive for implementing
the RSA (see, e.g., [21, 24, 34]) because they greatly simplify the modular reductions, which can be computed with only shifts, additions and single-precision
multiplications. RSA moduli N can also be constructed under a sparse form,
that is, with a reduced Hamming weight. This can be useful for the Paillier
cryptosystem [25] and its derivatives where one computes N th powers.

1.1

Related work

In [33], Vanstone and Zuccherato described several methods for generating RSA
moduli with a predetermined portion. Typically, for a n-bit RSA modulus, they
were able to specify up to n/2 bits but in a rather inefficient way. They also proposed a faster method for specifying up to n/4 bits, as well as mixed methods of
intermediate efficiency for specifying between n/4 and n/2 bits. A much simpler
yet more secure method for specifying up to n/2 bits was later presented at
Asiacrypt ’98 by Lenstra. This method appears to have being reinvented many
times (see [18] and the references therein). It is similar to the method given in [17]
for producing RSA moduli with many leading 1-bits and further discussed in [20].
More recently, Shparlinski [29] considered an alternative approach and derived
a method with a rigorous analysis for specifying about n/4 bits. In [2] (see
also [3]), Bernstein reports an unpublished result by Coppersmith for specifying
up to 2n/3 bits using lattice reduction.
Methods for prescribing part of the public key are also found in key-escrow
systems: authorities want decryption keys to be escrowed for law enforcement
purposes. Pairs of public/private keys are generated using a setup (secretly
embedded trapdoor with universal protection) mechanism [35, 36] by trusted
third parties or tamper-resistant devices. The notion of setup is related to that
of subliminal channel due to Simmons [30] (see also [10]). The setup allows the
secure leakage of the private key from the corresponding public key. For RSA
cryptosystem, RSA modulus N = p q (and/or public exponent e) is used to secretly embed a representation of secret factor p [35] (see also [10]) or private
RSA exponent d [9].
1.2

Our contribution

A simple yet efficient method for constructing RSA moduli with a predetermined
portion referred to as ‘folklore method’ is given in [18]. This method enables
to specify about half the bits of an RSA modulus. This paper presents other
methods for generating such moduli and discusses associated applications.
The first method is a simple variation of the folklore method. It generates an
RSA modulus N = p q with a predetermined portion (up to its half) by randomly
generating prime p and then prime q from a prescribed interval. The folklore
method proceeds similarly except that prime q is constructed incrementally,
which may result in prohibitively too long running times for constrained devices
like smart cards. We note that the fastest smart-card implementations of prime
generation algorithms [14] (see also [15]) require primes p and q to be chosen in
a prescribed interval. Efficient generation of RSA moduli with a predetermined
portion on smart cards is particularly relevant for key-escrow purposes as this
additional feature is often implemented through tamper resistance.
The second method makes use of an extended version of Euclid’s algorithm
and enables to generate RSA moduli where about the two thirds can be prescribed. Prescribing more than one half is for example very useful to ensure the
interoperability of RSA-enabled devices with different key lengths. There are still

programs and/or devices designed in a way such that they cannot accommodate
RSA moduli larger than 1024 bits whereas many applications are now requiring
at least 2048-bit RSA moduli. Using the folklore method, a 2048-bit RSA modulus can be represented in compact form with 1024 bits plus the seed needed
to recover the predetermined portion and so will not fit in a 1024-bit memory
buffer. If now the two thirds can be predetermined, this is possible since only
683 bits plus the seed are needed to represent a 2048-bit RSA modulus. More
generally, achieving a higher compression rate is always useful because this leads
to more savings in both storage and bandwidth.
The rest of this paper is organized as follows. In the next section, we provide
some necessary definitions and notation. We also review the folklore method for
generating RSA moduli with a predetermined portion. In Section 3 and 4, we
improve on it and present relevant applications. Section 3 describes an efficient
escrow mechanism for RSA keys well suited for constrained tamper-resistant devices like smart cards. Section 4 presents highly compact representations of RSA
keys which greatly reduce the storage and transmission requirements. Finally,
we conclude in Section 5.

2

Preliminaries and Notation

We first introduce some notation. The concatenation of two bit strings X0 and X1
is denoted by X0 kX1 . To ease the presentation, we do not make the distinction
between an integer and its representation. For an integer X, we denote by |X|2
the bit length of X. By an `-bit integer, we mean an integer X such that 2`−1 6
X < 2` , that is, |X|2 = `.
Throughout this paper and unless otherwise specified, we consider a n-bit
RSA modulus N = p q which is the product of two large primes where p is a
(n − n0 )-bit prime and q is a n0 -bit prime, for some 1 < n0 < n. Without loss
of generality, we assume that |p|2 6 |q|2 , or equivalently, that 2n0 > n.
2.1

RSA primitive

For a public exponent e with gcd(e, λ(N )) = 1, the corresponding private exponent d satisfies the relation
e d ≡ 1 (mod λ(N )) ,
where λ is Carmichael’s function. For N = p q, we have λ(N ) = lcm(p − 1, q − 1).
Given x < N , the public operation (e.g., message encryption or signature verification) consists in raising x to the e-th power modulo N , i.e., in computing
y = xe mod N . Then, given y, the corresponding private operation (e.g., decryption of a ciphertext or signature generation) consists in computing y d mod N .
From the definition of e and d, it readily follows that y d ≡ x (mod N ). The private operation can also be carried out at higher speed through Chinese remaindering (CRT mode). Computations are then independently performed modulo p
and q and then recombined.

To sum up, a n-bit RSA modulus N = p q is the product of two large prime
integers p and q such that |p|2 = n − n0 , |q|2 = n0 , and gcd(p − 1, e) = gcd(q −
1, e) = 1. For security reasons, so-called ‘balanced’ RSA moduli are generally
preferred, which means n = 2n0 .
2.2

Folklore method

We review a simple yet efficient method for fixing the leading bits of N . The
goal is to construct an RSA modulus N of the form N = NH kNL and where the
leading portion, NH , is predetermined.
Letting t the bit length of NH , we can write
N = NH 2n−t + NL

for some 0 < NL < 2n−t .

(1)

We follow the presentation of [18]. For some integer t0 > t, pick at random a
(n − t0 )-bit prime p such that gcd(p − 1, e) = 1. Define N 0 = NH 2n−t and
§ 0¨
upper round it to the nearest multiple of p to get q 0 = Np . Find the smallest
nonnegative integer m such that q = q 0 + m is prime and gcd(q − 1, e) = 1. If
N = p q satisfies Eq. (1) then return {NL , p, q}; otherwise re-iterate the process.
We note that several variations of the previous method can be found in [18].

3

Escrowing RSA Keys

Key escrow allows one to get access to the decryption keys. This can be helpful
in certain situations. For example, if an employee leaves her company without
returning her private key, a key-escrow mechanism enables to ensure that data
intended to this employee is not lost. A key-escrow mechanism can also be used
by a manager to read all data of employees within her organization.
In the case of an RSA modulus N = p q, the knowledge of about half the
bits of p suffices to recover the private key using lattice reduction techniques [6]
(see also [5, 7, 8]). Therefore if about half the bits of p are encrypted under some
secret key K and embedded in the representation of public RSA modulus N then,
from N , an ‘authority’ knowing key K can reconstruct p and thus compute the
corresponding private RSA key. Alternative techniques are described in [9].
Remark 1. When RSA key generation is performed on-board in smart cards, it is
desirable that secret key K is not shared by all smart cards. It is much better that
each employee Id — where Id is a unique identifier (e.g., email address, badge
number, . . . ) — has a different secret key, say KId , embedded in the tamperresistant memory of her smart card. To facilitate the key management, the keyescrow authority may hold a master secret key K from which the employees’
keys, KId ’s, can be derived.
The folklore method can be adapted to this end. We present a solution in
Algorithm 1. It requires a secure length-preserving symmetric cipher E that on
input a plaintext x and a key KId returns the ciphertext c = EKId (x).

Algorithm 1. Given key lengths n, n0 and public exponent e, this algorithm
outputs an escrowed n-bit RSA modulus N = p q with |p|2 = n − n0 and |q|2 =
n0 , and private exponent d.
1. [Prime p] Generate a random prime p ∈ [2n−n0 −1 + 1, 2n−n0 − 1] such that
gcd(p − 1, e) = 1.
2. [SETUP] Let ph denote the κ high-order bits of p,
¹
º
p
ph = n−n0 −κ
with κ = d(n − 1)/4e .
2
Define
NH = 1kEKId (ph ) and

κ0 = |NH |2 = κ + 1 .

3. [Prime q] Generate a random prime
"¹
º
¹ n−κ0
º#
0
2n−κ NH
2
(NH + 1) − 1
q∈
+ 1,
p
p

(2)

such that gcd(q − 1, e) = 1.
4. [Output] Return N = p q and d = e−1 mod (p − 1)(q − 1).
3.1

Analysis

In contrast with the folklore method, the two primes in the RSA key generation
of Algorithm 1 lie in a prescribed interval. Their generation can therefore fully
benefit from the fast prime generation techniques in [14] (see also [15]).
Suppose we have to generate a prime q ∈ [qmin , qmax ]. Basically, define Π as
the product of many primes so that Π 6 qmax − qmin and φ(Π)/Π is as small
as possible (and thus contains a maximum number of small primes).1,2 Define
also an element a ∈ (Z/ΠZ)∗ . Next, for a random element k ∈ (Z/ΠZ)∗ and a
random T ∈ [qmin , qmax + 1 − Π], find the smallest nonnegative integer i such
that
q = [(ai k − T ) mod Π] + T
(3)
is prime. This method presents the advantage that all candidates tested for primality are by construction already coprime to Π: q ≡ ai k (mod Π) ∈ (Z/ΠZ)∗ .
The expected number of candidates to be tried heuristically amounts to
n0 ln 2

φ(Π)
Π

(4)

where n0 = |q|2 (cf. [14, Section 2.3]).
The next proposition shows that the interval [qmin , qmax ] in Step 3 of Algorithm 1 is optimal w.r.t. the above prime generation (Eq. (3)).
1
2

φ denotes Euler’s totient function; φ(Π) = #(Z/ΠZ)∗ .
In smart card implementations, parameter Π is predetermined before compile time
and hard-coded in the prime generation routine. As a consequence, since the values
of qmin and qmax depend on p and so change at each execution, parameter Π should
be chosen as the largest possible value so that the relation Π 6 qmax − qmin will
always be satisfied.

Proposition 1. The integer interval q is chosen from is maximal and contains
0
(at least) 2n0 −κ elements.
¥ n−κ0 ¦
¥ n−κ0 (NH +1)−1 ¦
Proof. Define qmin = 2 p NH + 1 and qmax = 2
. We have
p
¹ n−κ0
º
2
NH
p qmin = p
+p
p
0

0

(min)

= 2n−κ NH + p − (2n−κ NH mod p) = NH kNL
(min)

0

with 1 6 NL
= p − (2n−κ NH mod p) 6 p. Therefore, since the least significant bit of NL must be 1, we see that p (qmin − 1) cannot be of the required
form. Likewise, we have
¹ n−κ0
º
2
(NH + 1) − 1
p qmax = p
p
¡
¢
0
0
(max)
n−κ0
=2
NH + 2n−κ − 1 − [2n−κ (NH + 1) − 1] mod p = NH kNL
¡
¢
0
0
0
0
(max)
with 2n−κ − p 6 NL
= 2n−κ − 1 − [2n−κ (NH + 1) − 1] mod p 6 2n−κ − 1,
and p (qmax + 1) cannot be of the required form. Consequently, the interval is
maximal.
For the second part of the proposition, we have
¹ n−κ0
º ¹ n−κ0
º ¹ n−κ0
º
2
(NH + 1) − 1
2
NH
2
−1
qmax =
>
+
.
p
p
p
So, we get
º
¹ n−κ0
º
0
0
2
−1
2n−κ − 1
− 1 > n−n0
− 1 > 2n0 −κ − 1
>
p
2
−1
¹

qmax − qmin

since n − κ0 = n − (1 + d(n − 1)/4e) > n − (1 + d(2n0 − 1)/4e) > n − n0 , which
concludes the proof.
u
t
The worst case for the generation of q appears for balanced RSA moduli (i.e.,
n = 2n0 ), in which case the length of Π is halved compared to the regular prime
generation (i.e., without key escrow). Hence, from Eq. (4) and using the figures
given in [15, Fig. 7], we get:
Table 1. Heuristic expected number of primality tests to generate a balanced n-bit
RSA moduli with and without key escrow.
n
With key escrow
Without key escrow

1024
70.73
66.58

1536
99.14
93.80

2048
126.56
119.96

From this, we conclude that embedding the key-escrow mechanism described
in this section has little impact on the overall performance of the RSA key
generation. We refer the reader to [18] for security considerations.

3.2

Recovering the private key

It remains to explain how to recover a private RSA key corresponding to a given
RSA modulus. The technique is based on a powerful result making use of the
LLL reduction algorithm [19].
Theorem 1 (Coppersmith). Let P(x, y) be an irreducible polynomial in two
variables over Z, of maximum degree δ in each variable separately. Let X, Y be
f y) = P(xX, yY ) and let W
bounds on the desired solutions x0 , y0 . Define P(x,
f If
be the absolute value of the largest coefficient of P.
X · Y 6 W 2/(3δ)
then in time polynomial in (log W, 2δ ), we can find all integer pairs (x0 , y0 ) with
P(x0 , y0 ) = 0, |x0 | < X, and |y0 | < Y .
Proof. See [6, Corollary 2].

u
t

0

0
Let NH denote the κ leading bits of n-bit RSA modulus N and let NH
0
0
denote NH without its most significant bit: NH
= NH mod 2κ −1 . Using corre0
sponding secret key KId , the key-escrow authority can recover ph = EKId−1 (NH
).
For completeness, we show below that if |ph |2 > d(n − 1)/4e then the knowledge
of ph suffices to recover the whole value of p (and thus the corresponding private
key). This is an application of Coppersmith’s theorem.
Write
p = p̄ + x0 and q = q̄ + y0

for some unknown integers x0 and y0 , and where p̄ and q̄ are defined by
¹ º
N
n−n0 −κ−1
p̄ = 2
(2ph + 1) and q̄ =
.
p̄
It is easily verified that respective bounds X and Y on |x0 | and |y0 | are given
by

|x0 | < 2n−n0 −κ−1 = X

and

|y0 | < 2n0 −κ = Y .

Now, define the bivariate polynomial
P(x, y) = (p̄ + x)(q̄ + y) − N = q̄ x + p̄ y + x y + (p̄ q̄ − N ) ,
an integer solution of which is (x0 , y0 ): P(x0 , y0 ) = 0. Corresponding polynof is given by P(x,
f y) = q̄X x+ p̄ Y y +XY x y +(p̄ q̄ −N ). Hence, it follows
mial P
that
W := max{q̄X, p̄ Y, XY, |p̄ q̄ − N |} = p̄ Y = 2n−2κ−1 (2ph + 1)
> 2n−2κ−1 (2κ + 1) > 2n−κ−1 .
Noting that n − 1 6 4κ, this yields
X · Y = 2n−2κ−1 6 (2n−κ−1 )2/3 < W 2/3 .
Consequently, the conditions of Theorem 1 are satisfied and so the key-escrow
authority can recover (x0 , y0 ) and thus the two secret factors of RSA modulus N ,
p = p̄ + x0 and q = q̄ + y0 . The private RSA exponent is then recovered as
d = e−1 mod (p − 1)(q − 1).

3.3

Variants

Analogously to [33, 18], it is possible to fix the trailing bits of modulus N rather
than the leading bits. The SETUP phase then defines NL = EKId (ph )k1 and
0
0
prime q is generated as q = C + q 0 2κ with C = NL /p mod 2κ for some random
q 0 in
"»
¼ ¹ n
º#
2n−1 + 1 − Cp
2 − Cp
,
.
2κ0 p
2κ0 p
More generally, it is possible to fix some leading bits and some trailing bits of N .
The proposed method can also be adapted to support RSA moduli that are
made of more than two factors, for example, 3-prime RSA moduli or RSA moduli
of the form N = pr q [31].

4

Compressing RSA Keys

Compressing RSA moduli leads to substantial reductions in storage and transmission requirements. This is even more true as standard bodies and organizations are pushing for increasingly longer RSA keys. In particular, storage requirements can be critical for constrained devices for which RSA moduli are typically
stored in eeprom-like memory, which is expensive. Halving the representation
of a 2048-bit modulus already frees 128 bytes in memory. In this section, we will
present a method that enables to compress a 2048-bit on only 86 bytes.
As exemplified in the introduction, the techniques of this section can also
used to reduce the computational requirements.
We require a mask generating function (MGF). A practical implementation
can be found in [1, Appendix A]. The MGF takes on input a seed s0 and expands
it into a binary string of κ0 bits. Moreover, we force the leading to 1 so as to obtain
0
a κ0 -bit integer, NH = 2κ −1 ∨ MGF(s0 ). Primes p and q are then generated so
that the κ0 leading bits of N = p q represent NH . The compressed RSA modulus
is given by the (n − κ0 ) bits of N , NL . If seed s0 is not public (or cannot be
publicly recovered), it should be returned together with NL .
Here is the detailed algorithm.
Algorithm 2. Given key lengths n, n0 , public exponent e and compression
parameter κ0 , this algorithm outputs (the representation of) a compressed n-bit
e , and private
RSA modulus N = p q with |p|2 = n − n0 and |q|2 = n0 , N
exponent d.
1. [Fixing NH ] Produce a κ0 -bit integer NH from a seed s0 :
0

0

0

NH := 2κ −1 ∨ MGF(s0 ) ∈ [2κ −1 , 2κ − 1] .
2. [Primes p and q] Generate random primes p and q with gcd(p − 1, e) = gcd(q −
1, e) = 1, |p|2 = n − n0 , |q|2 = n0 , and such that
p q = NH kNL

0

for some 1 6 NL < 2n−κ .

e = {NL [, s0 ]} and d = e−1 mod (p − 1)(q − 1).
3. [Output] Return N
e = {NL [, s0 ]}, anyone can recover the correGiven the representation N
0
sponding n-bit RSA modulus N as NH kNL with NH = 2κ −1 ∨ MGF(s0 ). We
e to recover N is very fast.
note that decompressing N
Remark 2. Clearly, Algorithm 1 can be used to generate primes p and q in the
0
previous algorithm. From Eq. (2), we see however that if 2n−κ 6 p then the
interval q is chosen from may be empty and thus κ0 should be at most n0 .
Therefore, the method of Algorithm 1 can compress at best n-bit RSA moduli
up to n0 bits. For balanced RSA moduli (i.e., n = 2n0 ), this yields a compression
rate of 1/2.
4.1

Beyond the 1/2 compression rate

We consider now higher compression rates, that is, κ0 > n0 + 1. From the de0
scription of Algorithm 2, we have N = p q = NH kNL = NH 2n−κ + NL , which
0
0
implies that NL = −NH 2n−κ mod p since NL < 2n−κ 6 2n−n0 −1 < p.
Consequently, achieving higher compression rates translates into the problem
of finding an (n − n0 )-bit prime p such that
0

0

(−NH 2n−κ mod p) < 2n−κ .
Indeed, letting

¹

NH 2n−κ
q=
p

0

º
+1

and, provided that it is prime, we obtain
0

0

p q = NH 2n−κ + p − (NH 2n−κ mod p)
{z
}
|
=NL <2n−κ0

as required.
The following algorithm derived from Okamoto-Shiraishi’s paper [23] (see
also [13]) seeks a solution to the above problem.
Algorithm 3. Given key lengths n, n0 , compression parameter κ0 and κ0 -bit
predetermined portion NH , this algorithm outputs the lower portion NL of n-bit
RSA modulus N = NH kNL = p q with |p|2 = n − n0 and |q|2 = n0 .
1. [Initialization] Choose a random (n − n0 )-bit integer p0 and define
¹

0

NH 2n−κ
q0 =
p0

º
.

2. [Euclidean step] Form the list L of pairs (xi , yi ) verifying
0

|zi − xi yi | < 2n−κ −1

(5)

where (xi , yi , zi ) are defined as
(¡
¢ ¡
¢
0
0
z0 , x0 , y0 =³ (NH 2n−κ mod p0 ) +j 2n−κk −1 , 0, 0 j
k ´
¡
¢
zi , xi , yi = zi−1 mod di , xi−1 + zi−1
ui , yi−1 + zi−1
vi
di
di
and
(¡
¢ ¡
¢ ¡
¢ ¡
¢
d0 , u0 , v0 =³p0 , 0, 1 , d−1 , u−1 , v−1
= kq0 , 1, 0
j
j
k
´
¡
¢
di−2
di , ui , vi = di−2 mod di−1 , ui−2 − ddi−2
u
,
v
−
v
i−1
i−2
i−1
d
i−1
i−1

.

3. [Finished?] Find a pair (xi , yi ) ∈ L such that p = p0 + xi and q = q0 + yi are
prime. If no such pair is found, go to Step 1.
0
4. [Output] Compute N = (p0 + xi )(q0 + yi ) and return NL = N mod 2n−κ .
The next proposition shows that a solution returned by the algorithm is of
the correct form.
Proposition 2. Using the notations of Algorithm 2 and provided that |zi −
0
xi yi | < 2n−κ −1 , any pair (xi , yi ) verifies
0

(p0 + xi )(q0 + yi ) = NH 2n−κ + NL
0

for some 1 6 NL < 2n−κ .
0

Proof. Let NL := 2n−κ −1 + xi yi − zi . Since at Step 4, (xi , yi ) ∈ L, it follows
0
that (zi , xi , yi ) satisfies Eq. (5) and thus 1 6 NL 6 2n−κ − 1, as desired.
0
From this definition of NL , we also get zi = xi yi + 2n−κ −1 − NL , which in
turn implies
0

q0 xi + p0 yi + zi = q0 xi + p0 yi + xi yi + 2n−κ −1 − NL
0

= (p0 + xi )(q0 + yi ) − p0 q0 + 2n−κ −1 − NL
0

0

= NH 2n−κ − p0 q0 + 2n−κ −1
0

0

= (NH 2n−κ mod p0 ) + 2n−κ −1
0

0

(†)
0

by noting that p0 q0 = p0 bNH 2n−κ /p0 c = NH 2n−κ − (NH 2n−κ mod p0 ).
Moreover, any tuple of (zi , xi , yi ) verifies the property
q0 xi + p0 yi + zi = z0 .
This easily follows by construction:
¥ zi−1 ¦
(q0 ui + p0 vi ) + zi
di
¥ zi−1
¦
= q0 xi−1 + p0 yi−1 + di di + zi

q0 xi + p0 yi + zi = q0 xi−1 + p0 yi−1 +

= q0 xi−1 + p0 yi−1 + zi−1 = z0 .
¡
¢
0
0
Comparing with (†), we see that (NH 2n−κ mod p0 ) + 2n−κ −1 , 0, 0 is a valid
choice for (z0 , x0 , y0 ).
u
t

4.2

Analysis

Clearly, the sequences {ui }, {vi } and {di } defined in Algorithm 3 are those given
by extended Euclid’s algorithm: q0 ui + p0 vi = di . The sequence |zi − xi yi | is
decreasing and then increasing. This gives a condition break in the construction
of list L in Algorithm 3. For small compression parameters κ0 , the algorithm
finds many pairs (xi , yi ) ∈ L. When κ0 increases, the number of pairs decreases.
In the balanced case (that is, the worst case), we observed that list L is
always nonempty for κ0 / 2n/3. We conducted numerous experiments to assess
this. For each tested predetermined portion NH , a pair of matching primes p
and q was found. We give below one such pair of primes (p, q) when NH was set
as the 1360 leading bits of the RSA-2048 challenge [27].
RSA2048 = c7970ceedcc3b075 4490201a7aa613cd 73911081c790f5f1 a8726f463550bb5b
7ff0db8e1ea1189e c72f93d1650011bd 721aeeacc2acde32 a04107f0648c2813
a31f5b0b7765ff8b 44b4b6ffc93384b6 46eb09c7cf5e8592 d40ea33c80039f35
b4f14a04b51f7bfd 781be4d1673164ba 8eb991c2c4d730bb be35f592bdef524a
f7e8daefd26c66fc 02c479af89d64d37 3f442709439de66c eb955f3ea37d5159
f6135809f85334b5 cb1813addc80cd05 609f10ac6a95ad65 872c909525bdad32
bc729592642920f2 4c61dc5b3c3b7923 e56b16a4d9d373d8 721f24a3fc0f1b31
31f55615172866bc cc30f95054c824e7 33a5eb6817f7bc16 399d48c6361cc7e5
p = f2cbf408c0712b00 bb40d1ff5ef0d42b 981ba43a174da647 a474918aea017483
e8406e140d522a09 da65cb960a912c3f 5bf031af675b7907 5f5eb2151ad9c0ff
7bd518dd0f01bdc2 ac68f8b8edd30426 7b58d3317ab47072 4a04313d85be7d88
f63fe405a7628b12 3b34217ca4d45e42 97b5d728c2f74cd9 7fa673e6483804f5
q = d2719ab388ad9e05 e9f46df9ce8c822e de61d36a7ce61b6c a4d3b4a3b41a8f42
0935eec7ce1a57c1 2e15bfaf4873e2d2 095297c6fd8d49d9 8ef44b955a983ba9
75f9f1be4f1730fb 2e9834e075988ed0 9229cb1514998172 7c1b58d2e20932d5
25a06de1111311af 5a88ae25f3e27e3d c2c44e9b51ffae50 2ed18dd903907931
p · q = c7970ceedcc3b075 4490201a7aa613cd 73911081c790f5f1 a8726f463550bb5b
7ff0db8e1ea1189e c72f93d1650011bd 721aeeacc2acde32 a04107f0648c2813
a31f5b0b7765ff8b 44b4b6ffc93384b6 46eb09c7cf5e8592 d40ea33c80039f35
b4f14a04b51f7bfd 781be4d1673164ba 8eb991c2c4d730bb be35f592bdef524a
f7e8daefd26c66fc 02c479af89d64d37 3f442709439de66c eb955f3ea37d5159
f6135809f85334b5 cb18fd5b056dbd78 01de0bb2fd1e7b5a b4d33205ac4c9a71
800cbfe76ac1424a 90121c232d945edc 6e7d34038e271b4c 92b620e5ddf836da
62eede67b33ab2b4 ae58d531cf27f090 6034201bf753711e 24417374f5e0bfe5

4.3

Variants

As in Section 3, the methods of this section are subject to numerous variants.
For example, it is possible to fix the trailing bits of N , or some leading bits and
some trailing bits of N .

To achieve higher compression rates, multi-prime RSA moduli can be used
(as suggested in [32]) or RSA moduli of the form pr q [31]. Unbalanced RSA
moduli (i.e., n  2n0 ) always offer better compression rates.

5

Conclusions

We have presented enhancements to the folklore method for generating RSA
moduli with a predetermined portion and pointed out relevant applications. We
have shown how to efficiently implement a key escrow mechanism. Special care
was taken to make it compatible with the fastest smart-card prime generation
algorithms and to optimally benefit from them to only mildly affect the global
performance. We have also presented a compression technique that enables to
represent RSA moduli with about three times fewer bits.
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