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Abstract—Fault attacks constitute a major threat toward
cryptographic products supporting RSA-based technologies.
Most often, the public exponent is unknown, turning resistance
to fault attacks into an intricate problem. Over the past few
years, several techniques for secure implementations have been
published, but none of them is fully satisfactory. We propose
a completely different approach by embedding the public
exponent into [the description of] the private key. As a result,
we obtain a very efficient countermeasure with a 100% fault
detection.
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I. INTRODUCTION

This paper deals with secure implementations, and more
specifically, with the development of an efficient detection
method against fault attacks (or errors) for RSA-based
cryptosystems.

1) RSA cryptosystem: Let N = pq be the product of
two large (equal-size) prime integers. Let also a public
exponent e coprime to ¢(N) and corresponding private
exponent d = e~! mod ¢(N), where ¢(N) = (p—1)(qg—1).
The public key is pk = {N,d} while the private key
is sk = {d} [31]. To compute the signature S on a
message m, the legitimate user possessing sk computes
S = u(m)? mod N for some appropriate padding function
w. Examples for function p include FDH [2] and PSS [4].
The correctness of signature .S’ can be publicly verified from
pk by checking whether S¢ = p(m) (mod N).

The computation of an RSA signature can be sped up
using Chinese remaindering (a.k.a. CRT mode). The private
key is then given by sk = {p, ¢, dp, dy, i} with d, = d mod
(p—1),d; =dmod (¢ — 1) and iy = ¢~ mod p. Letting
x = p(m), signature S is evaluated as S, = z% mod p,
Sq = x% mod ¢, and S = CRT(S), Sg) := Sq+q(iq(Sp —
Sy) mod p). This yields an expected speed-up factor of
4 [28].

RSA can also be used for encryption by “exchanging” the
roles of e and d. The encryption of a message m is given
by C = p(m)® mod N for some [probabilistic] padding
function p [17] (e.g., [3]). Decryption of ciphertext C' is
given by p(m) = C% mod N, from which m is recovered.

2) Fault attacks: A fault attack disturbs the expected
behavior of a security device and makes it work abnormally
so as to infer sensitive data. Excellent surveys can be found

in [7], [16] (see also [24]). Such attacks were introduced by
Boneh et al. in 1997 [6].

Fault attacks can be very powerful. For example, given
a faulty RSA signature evaluated using Chinese remain-
dering (as is customary for efficiency purposes), a single
random fault can allow an attacker to recover the whole
secret key from the faulty signature [19]. Suppose that the
computation of S, = pu(m)% mod p is faulty. We let S,
denote the faulty value and S = CRT(S,,S,). Hence, it
follows that ged(S¢ — u(m) (mod N), N) = q. This attack
was confirmed experimentally in [1]. It is thus clear that
countermeasures must be taken.

The rest of this paper is organized as follows. In the
next section, we review known (software) countermeasures
aiming at preventing fault attacks. Section 3 is the core of
the paper. We present our new approach for detecting faults.
Finally, we conclude in Section 4.

II. OVERCOMING FAULT ATTACKS

Since the discovery of fault attacks, several [software]
countermeasures were proposed. The key principle consists
in computing the exponentiation with some redundancy
or in exploiting some redundancy already present. Three
categories along these lines can be distinguished.

A. Shamir’s method and variants

Most known countermeasures rely on an elegant method
first suggested by Shamir [32] for RSA using Chinese re-
maindering. In chronological order, these include [22], [37],
[11, [9], [11], [25], [34]. We follow the general presentation
of [22]. The computation of S = 2% mod N is carried out
in three steps:

1) Choose a (small) random integer r;

2) Compute S* = 2% mod rN and Z = 2% mod 7;

3) If S* = Z (mod r) then output S = S* mod N;

otherwise return error.
In order to avoid the if branching (cf. Step 3), Yen et al.
introduced the concept of infective computation [37]. For
example, applied to the previous algorithm, Step 3 can be
replaced with

3’. Choose a random integer p > r, compute ¢ = [p(S* —

Z) + 1] mod r, and output S = (S*)° mod N.
(Observe that ¢ = 1 when there is no error.)



Shamir’s method can be adapted to CRT mode, as origi-
nally proposed in [32]. However, it cannot detect an error in
the CRT recombination (e.g., a corrupted value for ¢,). Other
methods were subsequently proposed. Some of them have
been shown not to offer full tamper-resistance, including the
methods of [1], [9], [11] cryptanalyzed respectively in [38],
[35], [5] (see also [8]). Note that [5] also suggests a mod-
ification of [11] so as to make the scheme immune against
their attack. Nevertheless, all methods based on Shamir’s
method cannot guarantee to detect all faults with a 100%
detection. Furthermore, they all impact the performance
(running time and memory requirements) and, in certain
cases, the personalization process as well.

B. Giraud’s method and variants

The idea behind Giraud’s method [15] is to perform a con-
sistency check directly from the exponentiation algorithm
itself. He observes that using the Montgomery powering
ladder [27] (see also [23]) for evaluating 2% mod N, both
the values of z%~! mod N and % mod N are available at
the end of the computation. Letting = = u(m), the method
for evaluating S = 2¢ mod N proceeds as follows:

1) Compute 2% mod N using Montgomery ladder and

obtain the pair (Z,5) = (9! mod N, 2% mod N);
2) If Zx =S (mod N) then output .S; otherwise return
error.
Infective computation can be used here as well so as to
avoid an explicit check (e.g., S < S°mod N with ¢ =
[p(S — Zz) + 1] mod N for a random integer p > N).
Another version is presented in [14]. This countermeasure
can also be adapted to CRT mode.

Giraud’s method was later extended in [10] to a right-to-
left exponentiation algorithm [12].

More recently, Rivain devised a double exponentiation
algorithm [30], that is, an algorithm taking on input two
exponents a and b and returning (z® mod N, z® mod N).
He used this algorithm as a means to detect faults by setting
a =dand b= ¢(N) —d and checking that ¢ 2¢(N)~d =1
(mod N).

The main disadvantage of Giraud’s countermeasure and of
its variants is that they impose the exponentiation algorithm.
We note that Rivain’s countermeasure, as presented in [30],
is more suited to CRT mode as the value of ¢(N) is
usually unknown in standard mode. But the classical trick of
replacing ¢(N) with ed — 1 (which is a multiple of ¢(N))
can be used, provided of course that the value of public
exponent e is available.

C. Signature verification

Maybe the most natural way to protect any signature
scheme is to check its correctness before outputting it [24].
For RSA-type signatures, this requires little overhead as
public exponent e is typically small in practice. However,
this again assumes that the value of exponent e is available.

Remark 1. The standard security notion for encryption
schemes is indistinguishability against adaptive chosen-
ciphertext attacks [29]. To achieve indistinguishability,
public-key encryption schemes must be probabilistic [17].
To resist chosen-ciphertext attacks, encryption schemes used
in practice introduce redundancy so that a random ciphertext
will be valid with negligible probability. This includes the
widely-used RSA-OAEP encryption scheme [3]. There is
therefore no need to add a fault detection mechanism: The
correctness of the plaintext is explicitly checked by the
decryption algorithm. This explains why the focus is put
on RSA signature schemes in this paper.

III. THE EMBEDDING METHOD

In the context of existing APIs, an RSA key object is
initialized from only {p,q,dp,dq,i,} in CRT mode and
from only {N,d} in standard mode. This is for example
the case for Java Cards™ [33]. What is worth noting
is that, although public, corresponding exponent e is not
available. As shown in Sections II-A and II-B, this has led
implementers to imagine various countermeasures to check
whether the computation of S := % mod N is faulty or
not.

Given the value of e — which is in nearly all cases chosen
as a small value (a typical value for e is 2'64-1), checking the
correctness of signature S' is very fast by verifying whether

S¢=xz (mod N)

or equivalently whether S¢ = z (mod {p, ¢}) in CRT mode.
To make the value of e available (and hence allowing the
use of the above method), we suggest to embed the value
of e in the RSA key object. This will detect all errors.

One may argue that the value of public exponent e could
be recovered. Before detailing our method, we first discuss
how this can be performed and the limitations of such an
approach.

A. Recovering public exponent

We analyze the cases of RSA used in standard mode and
in CRT mode separately.

1) CRT mode: In CRT mode, one has to recover the value
of e from {p,q,d,,dq, 4}

We can first compute e := d, ' mod (p— 1). Since e is
typically small, we should have e = eq. This can be checked
by verifying if egdy, = 1 (mod (¢ — 1)). If not, e has to
be computed from d,, and d, [13]. Note that either solution
involves the computation of (at least) one modular inversion.

Alternatively, noting that the values of 3, 17 and 2'¢ + 1
cover the vast majority of use cases, we can test if e is one
of these values. This can be done with a single modular
multiplication as follows:

1) Define & = (3,172 + 1) and 7 = (£, £, -£)
with B =], £]i;



2) Compute t = E'dp mod (p — 1);

3) If t = 7] for some 1 < i < 3 then return £[i].
(Optionally, one can further test that £[i] dy =1 (mod (¢—
1)).)

2) Standard mode: In standard mode, the value of e has
to be recovered from {N,d}. As the value of ¢(N) is
unknown, only candidate values for e can be tested.

The first idea that comes to mind is to compute y :=
2% mod N for some integer 2 and check whether y* = x
(mod N) for a candidate value e. If so, we deduce that e =
eo. To reduce the computational burden, we can can choose
the value of 2 for x in the computation of y. Assuming again
that the tested value eg is small, this countermeasure then
roughly amounts to log, N modular squarings. Still this can
be prohibitively too expensive.

A more efficient way for testing the value of e is to rely
on the observation that if e = d~! mod ¢(N) then

l—ed=—k¢(N)=—k(N—(p+q—1))
=k(p+qg—1) (modN)

for some 1 < k < e. Hence, we can test a candidate value
eo as follows.

1) Compute T := (1 — epd) mod N;

2) If T < eq - 210082 N)/21+¢ then return e.
In the above method, € denotes a bound on the imbalance
between the bit-lengths of p and q. In practice, viewing 7" as
a log,(egN)-bit string, we can simply test whether its most
significant bits (say, its first 128 bits) are zero.

From the above discussion, we see that, when possible, the
recovery of public exponent e is somewhat computationally
expensive. A better option is to fest a candidate value for e.
However, if e is not one of the “usual” values, this method is
of no use. In the next section, we present a different approach
covering all practical cases.

B. Embedding public exponent

Our idea to get an efficient fault countermeasure is to
embed a representation of public RSA exponent e in the
[representation of] the RSA key object.

As aforementioned, such a key object is obtained from
{p,q,dp,dq,i4} in CRT mode and from {N,d} in standard
mode. When computing an RSA signature S = % mod N,
it is checked whether the public exponent e is embedded
in the representation of the RSA key. If this is the case,
public exponent e is recovered. Then it is verified if S¢ = x
(mod N) in standard mode or if S¢ = z (mod {p,q}) in
CRT mode. Only upon successful verification, the value of S
is returned. Again, infective computation should be preferred
to implement the verification step. This can for example be
done as ¢ = [p(S°® — z) + 1] mod N for a random integer
p> N and S <+ S°mod N.

We choose to embed the value of e in RSA modulus NNV,
which is shared between the standard and CRT RSA key
objects (notice that N can be obtained as p-q in CRT mode).

An RSA modulus appears as a random string of bits.
It is thus preferable to allow an application to distinguish
between ‘“regular” RSA moduli, i.e. moduli that do not
embed public exponent e, from moduli generated according
to our method. To do this, we insert a magical string X
of, say, 128 bits (for example, > = ASA5A5A5A5A5A5A5
A5A5A5A5A5A5A5A5) followed by public exponent exponent
e. X serves as an indicator.

To easily identify exponent e, we represent it in L|V
format (i.e., length-value format) where L denotes the length
(e.g., in words or bits) of the value V' of exponent e. It
remains to explain how to insert the string X||L||V in the
representation of V.

On input exponent e and bit-length ¢, we have to generate
an ¢-bit RSA modulus N = pq with a predetermined portion
comprising ¥, L, and V. Such a modulus can be generated
by any suitable method, such as the ones described in [26] or
[18]. We refer the reader to [26] for security considerations.

We follow the first algorithm in [18] because the two
primes to be generated then lie in a prescribed interval
and can therefore benefit from the fast prime generation
techniques in [20] (see also [21]). Letting ¢ the bit-length of
q (for a balanced modulus, ¢y = [¢/2]), the key generation
goes as follows:

1) Generate a random prime p € [2¢~fo—1 2¢=fo _ 1]

such that ged(e,p — 1) = 1;

2) Define Ny := X||L||V and let £ denote the bit-length

of N, Hs

3) If kK < £y, generate a random prime

ve Hzf;NHJ i, VZK(NHJ 1) — 1”

such that ged(e,q — 1) = 1;
[Otherwise (i.e., if k > {y), generate a random prime
q € [2%~1 2% — 1] such that ged(e,q — 1) = 1]*

4) Compute and return

[standard mode] N = pq and d = e~ mod (p —
1)(g—1);

[CRT mode] p, ¢, dy = e ' mod (p — 1), dy =
e *mod (¢ — 1), and i, = ¢~ mod p.

From such a modulus N, it is easy to recover the value of
public exponent e: left-right scan the representation of N;
if it starts with 3 then exponent e follows in L|V format.
Likewise, in CRT mode, the value of public exponent e can
be recovered from the product pq.

*[18] presents also an algorithm allowing to embed longer strings but
it is not suitable to smart-card implementations. Once more, we insist that
there are no reasons to use long public exponents: they are never used in
practice.



Indeed, letting guin LQV_%J

L%J it can be verified that [pgmin, PGmax] C

[267% Ny, 27" Ny + 2¢7% — 1]. RSA moduli generated as
above have therefore their most significant bits matching
Np = XJ||L||V. The condition x < ¢; ensures that the
interval ¢ is searched for (cf. Step 3 above) is non-empty:

From g = | OGS | > | 20N 4 | 20 =

Qmin + {%J — 1, it follows that quax > Gmin When
Kk < £y.

+ 1 and Gmax —

IV. CONCLUSION

This paper discussed various methods for preventing fault
attacks in RSA-based cryptosystems, and more particularly,
in RSA signatures. We proposed different approaches so as
to accommodate the most natural yet efficient countermea-
sure: verifying a signature before outputting it. Interestingly,
the proposed countermeasures are fully compliant with ex-
isting infrastructures and applications and have little impact
on the overall performance. They are particularly well suited
to Java Cards™ offering an on-board RSA key generation.
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