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Abstract. In 1999, Paillier proposed an elegant cryptosystem from the
integers modulo N2 where N is an RSA modulus. Paillier public-key en-
cryption scheme enjoys a number of interesting properties, including a
homomorphic property: the encryption of two messages allows anyone to
derive the encryption of their sum. This reveals useful in cryptographic
applications such as electronic voting. In this talk we review several gen-
eralizations of the original Paillier scheme to the elliptic curve setting.
Using similar ideas, we then present a new elliptic curve scheme which
is semantically secure in the standard model. Interestingly, the new en-
cryption scheme does not require to encode messages as points on an
elliptic curve and features a partial homomorphic property.


